@ Iemongfass Security Operations (SecOps)

(3 Challenge:

Threat actors are becoming ever more sophisticated in their tooling and techniques. The preventative
and detective security controls that we rely on cannot always defend us against the most advanced
threats. Security Operations is there to catch what gets through. Lemongrass manages some of your
business’s most important systems, so we partner with the world's best SecOps providers to help keep
your most-valuable IT assets protected.

@ The Lemongrass Solution:

Lemongrass partners with CrowdStrike to provide world-class monitoring and defense of your cloud-
hosted IT environments. CrowdStrike's Falcon Complete service provides Tier 1 and Tier 2 SOC services,
continuously monitoring the cloud and OS layers of your IT estate for evidence of threat actor activity
and taking active measures to stop them. CrowdStrike's “rules of engagement” for each asset are agreed
in advance with you: proactively isolating non-critical systems without risking unwarranted downtime for
your mission-critical servers.

Lemongrass's own SOC acts in a Tier 3 capacity, coordinating the work of CrowdStrike with our own
Operations teams who have a deep understanding of your environment and its business context. A
future evolution of our SecOps service wrap will cover the SAP application layer, likewise coordinated by
the Lemongrass SOC.

Q Benefits:

» CrowdStrike managed Tier 1/2 SOC continuously monitors and protects your environment at the
Cloud, Network and OS layers.

« Lemongrass Tier 3 SOC coordinates with CrowdStrike and our operations teams who use their
thorough knowledge of your environment and systems to take the most-appropriate defensive action.

Learn more: info@lemongrasscloud.com lemongrasscloud.com



http://lemongrasscloud.com
mailto:info%40lemongrasscloud.com?subject=
https://lemongrasscloud.com/company/contact/

