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Access and Elevate Your Security on Your
SAP® on AWS Systems
Lemongrass is an SAP-centric organization with a focus
on customers who run SAP as their core applications.
We have over 15 years of real-world experience and
expertise and a deep understanding of both AWS
and SAP. Running these applications on AWS allows
your organization to strengthen its security posture,
simplify compliance and automate routine security and
compliance tasks.
Experience Supporting Sensitive Workloads
We support clients in highly regulated industries
moving their workloads to the Cloud as part of their
IT modernization plans. These workloads involve
mission-critical applications and sensitive data and the
added security and compliance scrutiny to keep them
protected can be challenging. Lemongrass has a proven
track record of providing Cloud services supporting
sensitive enterprise data and applications in regulated
environments.
Security and Compliance Certifications
Lemongrass regularly achieves third-party validation for
thousands of global compliance requirements which
we continuously monitor to help your organization
meet security and compliance standards across many
industry sectors. Most recently, Lemongrass acquired
SOC1 TYPE2 and SOC2 TYPE1 certifications.

of dedicated accounts and segmented networks per
SAP environment. This allows network and security
segregation between environments and applications.
Frameworks for Regulatory Compliance
Lemongrass is aligned to the NIST Cyber Security
Framework (CSF) and CIS Benchmarks. Using NIST and
CIS to baseline the Lemongrass Security Framework,
we are able to extend the baselines to provide a flexible
framework to meet the ever-changing requirements of
our customers.
Secure Enough for Regulated Enterprise Workloads
All customers benefit from AWS being a commercial
Cloud platform whose service offerings and associated
supply chain have been vetted and accepted as
secure enough for top-secret workloads. Lemongrass
has worked with numerous customers in regulated
environments, including ones in the Government, Life
Sciences and Finance sectors. This allows us to build on
our extensive experience and expertise so we can meet
the many regulatory and compliance requirements for
our customers’ workloads running on AWS. We are also
listed as a supplier on the GOV.UK G-Cloud 12 Digital
Marketplace.
Our Security Principles

Dedicated Infrastructure
Based on AWS Best Practices and the Well Architected
Framework, the Lemongrass Landing Zone is comprised
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DETECT

PROTECT

Gartner predicts that in 2021, Cloud workloads will experience 60% fewer security incidents
than those in traditional data centers and through 2022, at least 95% of security failures
in the Cloud will be caused by customers.
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Lemongrass Security Operations
Lemongrass primarily uses native AWS technologies and services as the foundation for our Security Framework.
We deploy an IAM Framework that incorporates centralized security management with support for multiple
autonomous independent AWS accounts. The Lemongrass Cloud Platform can also help mitigate risk of a
malicious user situation or a security breach event by automating a response thereby reacting much faster and
remedying accordingly.
Lemongrass Platform Security Framework

Security by Design
Lemongrass embraces the Security by Design method in all aspects of our design, migration and operational
services. To help protect your organization, we ensure that AWS security best practises are integrated in each
Account Design pattern to protect data and assets in the AWS Cloud.
Our approach seeks to make systems as free of vulnerabilities and impervious to attack as possible through such
measures as continuous testing, authentication safeguards and adherence to best programming practices.

Discover how Lemongrass can help ensure that your SAP on AWS environment is safe and secure 24/7.
Contact us at info@lemongrasscloud.com.

About Lemongrass
Lemongrass is a software-enabled services provider, synonymous with SAP on AWS, focused on delivering superior, highly
automated Operate services, accelerating growth and profitability with robust, reusable migration pattern assets. Lemongrass
specializes in the implementation, migration, operation, innovation, and automation of SAP on AWS. The company is an AWS
Premier Consulting Partner, an AWS accredited Managed Service Provider and was the second company globally to achieve the
AWS SAP Competency status.

Learn more: info@lemongrasscloud.com

lemongrasscloud.com

